Consumer Consent Solution
Engagement Day

4 March 2026

Delivering a secure solution, enabling consumers to control access to their
energy data — simply, transparently and securely

= Join at slido.com

Code: 7522718
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Welcome

Elizabeth Lawlor | Chief Operating Officer




Aims and Objectives

By the end of today, you will have gained:

= A clear, practical understanding of the proposed Consumer Consent Solution design

= The confidence and insight to engage meaningfully with the Design Consultation

= A stronger foundation for collaboration with RECCo to help shape a robust, consumer-centric solution

We will also:

&

Explain the four key areas within the design
consultation and hear from our panel of
experts on how CCS interoperates with other
programmes, consumer-led flexibility, and
digitalisation.
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Connect with industry peers shaping the
future of consumer consent, data sharing,
flexibility, and retail market design.

Answer any questions you may have.



Welcome and Housekeeping

Breaks are planned throughout the day, with a 45-minute lunch break
= Interactive Sessions with two breakout sessions

= Please stay for drinks and networking after the event

= There are no Fire Alarms planned for today

= Use the Slido QR code on your leaflet (on your table) to ask questions at any time —

add your name if you'd like. All survey feedback will be anonymous.

Join at slido.com
Code: 7522718
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Consumer Consent Solution
Policy Setting — Ofgem

Liam Bennett | HO Energy System Digitalisation

@ recco



Consumer Consent Solution

In the broader energy data ecosystem

Tracy Hardy | Head of Portfolio Management

@ recco



Consumer Consent Programme

What is consumer consent?

Consumer Consent will deliver a new, secure digital
solution empowering energy consumers to control
who can access their energy data.

It will enable people to easily grant, manage,
review, and revoke consent, supporting
transparency, consumer choice, and data
protection across the retail energy market. Why is it needed

This service will underpin a supplier licence
obligation for recording consent consistently
across the sector.

Delivering Consumer Consent is a key step toward
achieving Clean Power 2030 and beyond.

As energy data becomes increasingly important for delivering
more tailored retail services, inconsistent consent management
has created friction for consumers and barriers for trusted
third parties.




How Consumer Consent in energy has evolved

Foundations & Discovery

(2022-23)

EDIT Recommendation

EDIT recommends a consumer consent

dashboard

Aug 2022—Nov 2023

Call for Input

Stakeholder engagement begins
Ofgem call for input on consumer consent

Consultation & Policy Direction Mobilisation & Delivery Readiness
(2024) (2025)

CCS Paper Published Design Consultation

* Industry working groups established and transitioned to RECCo

Ofgem confirms mandate & publishes Consent «  Ofgem’simpact assessment published
Solution paper + RECCo’s first design consultation published
Apr— May 2025 Jun 2025 - present

l
=

RECCo appointed as Delivery Body

Recco named Delivery Body
Project mobilisation begins



Consumer Consent Solution

Scope, design, and industry delivery model

Design and Governance Model

oy Single, authoritative consent mechanism __ ::élélery Bo_d‘t' PP
O 0 appointed Apri
('®®) * Covers the full consent lifecycle \'/

* Consumer facing visibility and control

A & Governance to sit under the
! Rec Retail Energy Code (REC)

Sector-wide consistency

* Underpins supplier licence obligations Hybrid data model
* Supports trusted third- party services

Rather than a single central database

Built on strong foundations el ety

* Security and privacy
Accessibility and inclusion
Transparency and trust
Interoperability

Industry working groups
Further Ofgem and RECCo consultations

A formal Impact Assessment prior to key
downstream decisions




Benefits of Consumer Consent

As energy data plays an increasingly vital role in delivering more tailored and innovative retail services, inconsistent consent
management has introduced unnecessary friction for consumers and created barriers for trusted third parties.

A streamlined, consistent approach to consumer consent can unlock these benefits ...

v Gives individuals control over who can access their energy v" Enables providers to deliver more tailored and personalised
data and how it is used. energy services enhancing the
customer experience.

v" Unlock access to tailored products and services, potentially v" Enhanced insights into energy usage can aid in lowering
reducing energy consumption and lowering their bills. overall system costs, leading to more competitive pricing for
consumers.
v/ Supports a more competitive and innovative retail energy v Supports inclusivity within the industry by making it easier to
market, delivering better consumer outcomes. serve vulnerable and underserved groups.
v' Making it easier for vulnerable consumers and those with v' Standardising consent, initiated by the regulator, will help

additional needs to get the support they need. companies reduce risks related to UK-GDPR.



Consumer Consent
Solution within the
wider ecosystem

A key enabler for
Consumer-Led Flexibility

TPI: Third Party Intermediary,
e.g. price comparison site,
PV supplier etc.

FSP: Flexibility Service Provider
e.g. company which controls
devices for a consumer

DNO: Distribution Network Operator
DSI: Data Sharing Infrastructure

DIP: Data Integration Platform

FMAR: Flexibility Market Asset Register
SDR: Smart Data Repository

FSP: Flexibility Service Provider

CCS: Consumer Consent Solution

Consumer Flexibility Zone

Distribution and Supply Zone

ES1 ES 2 DNO1 DNO?2

TPI 2

Trust Framework

TPI1

Consent
Management

FMAR Line



Consumer Consent Solution

Programme Progress so far

Michael Walsh | Consumer Consent Project Manager

@ recco



Journey
to date

Delivery Body
(29 April 2025)

Mobilisation
(May—Aug 2025)

Procurement

Discovery
& Design

RECCo confirmed as Delivery Body for Consumer Consent by Ofgem

Project Mobilisation initiated

Project team recruitment and onboarding

Established foundational governance, controls and ways of working

Development & iteration of the critical path and high-level timescales to initial launch
Established & embedded Working Groups

Established central hub for Consumer Consent on REC Portal

Built close engagement with partners and related initiatives (e.g. SDR, FMAR etc.)

Finalised sourcing approach, procurement strategy & plan

Completed Market Testing activity on procurement Lots

Procured and onboarded Trust Framework advisory partner

Procured and onboarded User Experience partner

Procured and completed Functional Prototypes for technical solution options

Procurement of technical solution in progress

Analysed and assessed capabilities & feasibility

Iterated and refined high-level requirements

Ongoing evolution of Minimum Marketable Product (MMP) scope and key features
Engaged with Working Groups; advisory papers input to consultation drafting

Published Design Consultation — open until 25" March 2026



Consumer Consent Solution

High-level timeframes (indicative)

Complete Complete
Q3 2025 Q4 2025
Mobilisation Ofgem finalise & publish
Onboard project team, Impact Assessment

establish governance &
stand-up working groups

Pre-core procurement, CC Working Group
starting with Market Advisory Reports drafted &
Testing published

Procurement activity for

Feed content and data into Tech Prototypes, UX, and
Ofgem-led Programme Assurance Body
CC Impact Assessment partners

Complete @ In Progress

C

Design Consultation

* Trust Framework

e UX& Access

* Tech Specifications

Closes 25 March 26

Governance Framework

Procurement activity
for Tech Partner

Q1l 2027

Design, Test &
Development of MMP
(Minimum Marketable
Product)

Launch Consumer Consent
MMP

Authenticated Third Party
& Energy Data Provider
integration

with technical solution

Governance Change Process
(Code / Regulatory)

2027+

MMP Optimisation

Ongoing evolution
& development



CCS Working Group Structure

General CCS
Webinar

CCS topic-specific
Solution Groups

4 )
Twice-per-quarter
(c.6-weekly)
60-mins
NG /
4 )
Fortnightly
(or as needed)
60-90-mins
NG /

(oo oo )

Summary of Quarterly Review & Plan
Project-wide updates

Overall project plan

Summary of topic-specific discussions

Forward plan of topic-specific meetings

J

Solution groups to explore specific topics or
focus areas to an appropriate level of detail;
review, discuss, and offer constructive
challenge

Forward plan will enable people to plan

J

We aim to maintain strong engagement, listen to expert opinions, and enable ...

Clear alignment &

transparency across topic
areas

Specialist topics to be
explored in detail

attend only & everything that

Flexibility for participants to

is relevant

[

o

Membership open to
interested parties

\

J

/

o

Membership is flexible;

Participants join based

on their expertise and
interest

\

J

Greater efficiency /

reduced duplication




Involved in consumer data and consent in
the energy sector?

Join our Consumer Consent Working Groups:
Stay in touch on progress via our CCS Newsletter:

The Consumer Consent Project is live, and we want to hear from you. Whether you have a question or concern
or want to stay in the loop, our team is here to collaborate.

Bl Reach us at: consumerconsent@retailenergycode.co.uk

Your feedback plays a key role in shaping a secure, consumer-centric solution.


mailto:consumerconsent@retailenergycode.co.uk
https://orsnoq1e00j.typeform.com/to/hMZBbBK3
https://retailenergycode.eo.page/jbxky

Consumer Consent Solution
Minimum Marketable Product (MMP) Scope

Matt White | Consumer Consent Product Owner

@ recco



Update on CCS Design Consultation

CCS Design
Consultation Closed
Review Sign Off Response Review
11 February 2026 Industry updates April onwards 2026
January 2026 Published REC Code Change
25 March 2026

REC Change Process
commences

Drafting Finalisation

=

Multi-channel
publishing open
for 6 weeks




Consultation contents overview

Policy Positions Technical Design User Experience Design

Overview, Scope

& Roadmap

Intro & background
Consultation approach
Design Principles
Scope of CCS

Product Roadmap and
Horizon Model

Product Pillars
Capability Evolution

Dependencies,
assumptions and
caveats

Maintaining the
Roadmap

Next Steps

Responsibilities for
granting consent

*  Minimum Identification
& verification (ID&V)
requirements

= Consumer access to
CCS

= Consent revocation and
renewal

= Consent checking by
Energy Data Providers

REC Drafting approach
REC Service Definition

Technical & data
specification

Governance
Framework

Funding
Change control

New data sharing
arrangements

Accreditation
Assurance

Issue & dispute
resolution

Queries consent

Link to REC Assurance

Overall Solution
Architecture

Consent Management
System

User Interfaces
Consumer Portal
Admin Portal
Directory / registry
ID&V services
Address matching

Accreditation &
onboarding

Testing

Monitoring &
Reporting

Service Desk

Non-functional
requirements

Approach to research,
testing and validation

UX Framework
UX Principles

Behavioural
archetypes, inclusion
needs & accessibility
considerations

Customer Experience
Guidelines

Consumer journey
components



Design principles

Summary of CCS design principles

Privacy by Design
Embed GDPR principles and transparent

Simple & Low Friction
Minimise barriers while securing robust

solutions to enhance consumer experience. communication throughout CCS design.

Inclusive by Design

Ensure accessibility meets POUR

Interoperable
API-first design with open standards for

future cross-sector data sharing. standards for all userinterfaces

Design
Principles

Secure by Design
Build security in from the start with

Agile, Flexible & Scalable

Phased approach delivering MMP, iterating

and scaling as adoption grows. recognised standards and risk assessments

Promotes Effective Competition

Enable fair data access, prevent anti-

Consistency
Replace fragmented processes with a

unified consent management approach. competitive practices, and foster innovation.



CCS MMP

Consumer Consent Programme- User Experience

The CCS Minimal Marketable Product (MMP) targeted Py
entifying consumer needs
for Q1 2027 will bring all the core foundational Behavioural archetypes
deliverables so consumers can Grant, Renew, g 9 o0 &

Review, Revoke consent to their energy consumption e
data through online journeys. With a product

roadmap to evolve CCS to include more functionality
and data sets over time.

and sola paneis. U ‘ e househcid conts, vaksng fas, pressure. A strong need fo cew, step-by-step

ncies o patroevsing

Trust

Consent TrUSt . .
CCS Governance Framework Framework Overall Solution Architecture

Change Control
Autherised Third Party Energy DataProvider

Utilising the existing REC Change
Management process and the
considerations for adding new DSAs.

Governance Technology

User Direchory | [ recrara |
Intortaces < Regishy
Teta Service Dusk
Funding User Accreditation CONSUMER CONSENT SOLUTION Monttorw ||| recoiomaL services
Ensuring a (awrr‘ e The proposed stages of organisation
Tecovery macheniery of.Joit registration, including verification and
delivery and enduring operations. ualification.
Governance & CONSUMER CONSENT SOLUTION
Framework
Consumer-focused User Interfaces A Trust Framework Directory and Consent Management System to "
: i
which will be held centrally o Registry for organisations to publish store consent records and enable data T;’::;;g"ﬁ;:;’"f‘;‘;‘:!:;":“;":C‘;V
distributed to Data Users or Data themselves and datasets an API details axchange with certificates and o P
and AP| uptime
Providers for Discovery tokensi/credentials
Assurance

Issue and Dispule Resolution I 1DV SERVICES ] l COMPANIES HOUSE (UKGOV) ] ‘ ENQUIRY SERVICES ” SERVICE DESK 1 | REC PORTAL

Some key areas and examples we wil managing ongaing Assurance ‘A Service Dask will bo

explore while developing the processes Bt Utising RE% Der'O”“’a:WP i A CCS ID&V service will be Companies House will be Enquiry Services will be used || 1 SeIvee BR8 S dustry REC Digital Services will be

and lines of responsiilty o sue non-compliance eskenes; the ol of fhe PAR sod selected, but we will also look used for validating beyond to ‘Match' and validate which oy bo bt of the &g || the main frontend for industry,

oo retllaidb v ongoing assurance monftoring. to integrate and federate with MMP requirement of business addresses provided by orn 55:“ ‘2 and

external D8V services and/or micro-business consumers with MPxNs delvorod by RECGo onboarding




Search

Get cheaper, greener energy

~ Switcheroo
www.switcheroo-energy.co.uk

All your energy offers and green energy schemes
in one place, using your own datato get a
personalised service.

@ - Enerlitic
www.enerlitic.com
Get analytical with your energy data at Enerlitic,

giving you personalised energy services tailored to
you.

12:00 L) Ja F =

Switcheroo

Welcome to Switcheroo

The future of all you could ever need for
making your home greener and better for
you and your family

Supercharge your energy
future with your
consumption data and get
a personalised full home
energy quote

12:00 L) Ja F =

Switcheroo

Full Home Energy Quote

The best quote is built from the way your
household uses its energy today. We can
hop off and go get all your data for you...

The datawe’ll putinthe
pouch:
Half hourly usage data
Tariff data
Your home’s metre
points
Here’s the T&Cs

Before we hop, we need to

check your Joey ID and the

pouch you live in - Click to
proceed

1200 GHD .l T =

Switcheroo

Choose the ID service you know and trust

Marsupial
ID

This is for illustration only and does not represent the journey, rather it is to help bring CCS to life while RECCo continue s the consultation and procurement activities before designs and user flows are
built and finalised.



1200 G W T =

Switcheroo )

Getting your data

2 CraTErTET Authorised Third Party Energy Data Provider
We're about to hop to get your data. e

The datawe’ll putinthe
pouch:
Half hourly usage data
Tariff data o
Your home’s metre Service Desk
points REC DIGITAL SERVICES
Here’s the T&Cs

REC Portal

This is for illustration only and does not represent the journey, rather it is to help bring CCS to life while RECCo continues the consultation and procurement activities before designs and user flows are

built and finalised.



1200 G W T =

Switcheroo

Getting your data

We're about to hop to get your data.

The datawe’ll putinthe
pouch:
Half hourly usage data
Tariff data
Your home’s metre
points
Here’s the T&Cs

This is for illustration only and does not represent the journey, rather it is to help bring CCS to life while RECCo continues the consultation and procurement activities before designs and user flows are

built and finalised.

1200 GHD 4 T =

Switcheroo
Generating your quote

We have all the data we need now, we're
generating your quote

&

] .
— Switcheroo
]

Here’s your Quote

We've finished hopping around, now it’s
time to see how we can make your
household energy work better for you.




Product roadmap — pillars

The CCS Product Pillars provide a structured way of describing how the solution will evolve, grouping capabilities into coherent areas that can be

developed, governed, and communicated consistently. They form the backbone of our product roadmap, helping us show not only what the CCS will

deliver, but how each part matures through MMP, enhancements, and future expansion.

IDEN'I'I'I"I'

ACCE
".I'ERIFIC.!-.'I'IDN
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-:/”

—
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ECOSYSTEM
& ACCESS
FRAME] WI'.";HK

| Identity, Access & Verification

Trusted identity and secure access for consumers and organisations.

Consent Lifecycle Management
End-to-end rules and processes for creating, validating and managing

consent.

Consumer Portal & Experience (incl. CEGs)

The user experience for consumers to view and manage their consents.

Ecosystem & Data Access Framework
How organisations, datasets and roles operate within the CCS

ecosystem.

APIs & Authorisation
Technical APls and secure authorisation that enable trusted data

sharing.

.

g

el

PLATFORM RESILIEMCE

GOWERMARCE AMD
TRUET FRAMEWORE

Monitoring, Audit & Assurance
Insight and audit capabilities that ensure transparency and

accountability.

Platform Resilience & Operations

The secure, reliable and scalable operation of the CCS platform.

Governance & Trust Framework

The rules, obligations and enforcement model that govern CCS.

Communication, Transparency & Education
Clear, consistent communication that builds participant understanding

and trust.

Cross-Sector Interoperability & Future Data Capabilities

Strategic expansion of CCS to new datasets, sectors and data-sharing models.



Breakout Session

Session 1

Group A
Technical Design &
Delivery (Beaumont)

Group B
Policy & Consent Design
(Sidney)

Group C
UX Experience & Consumer
Outcomes
(Harpley)

One

Session 2

Group A
Policy & Consent Design
(Sidney)

Group B

UX Experience & Consumer
outcomes
(Harpley)

Group C
Governance Frameworks
(Beaumont)



Breakout Session
Two

Session 3 Session 4
Group A Group A
‘; UX Experience & Consumer Governance Frameworks
Outcomes (Beaumont)
(Harpley)
Group B
Group B

Technical Design &

Governance Frameworks Delivery (Sidney)
(Beaumont)
Group C Group C
Technical Design & Policy & Consent Design

Delivery (Sidney) (Harpley)




Technical Design & Delivery

George Roberts | Senior Consultant - Digital Solution Architect | Business Technology

@ recco



Technical Design & Delivery

What are we covering? What are you interested in?

* Technical Design & Procurement Plan

* Design Summary
o Accreditation & Onboarding

o IDV
o Data Sharing
o Consumer Consent Management

* FAPI 2.0
* mTLS




How have we arrived at these technical designs?

Pre-Award Pre-Award

Post-Award &
Partner
Engagement

Mobilisat-
ion

Prototypes

Technical
Design

Consulta- Industry

tion Engagement

2025 2026

May Jun Jul Aug Sep Oct Nov Dec Jan Feb Apr

Feasibility Study

Procurement Strategy

Market Scan

POC Build
Functional Prototypes Partner Prototypes Formal Prototype + RFP Evaluation

User Experience UX Design

Trust Framework Advisory Trust Framework Advisory 5

Prototype Build
What has been our technology delivery approach? ; 5
Technical Assessment :

. Decision to buy an ‘off-the-shelf’ solution to meet Solution Provider Procurement

Ofgem’s proposed timelines :
. Prototypes conducted to observe and assess various
supplier’s solutions — y ;
° We are still negotiating with our final supp"er

. Knowledge from both has informed our designs for HLD - Security & Encryption Design + Additional design activities

benefit of industry

@ @ @ @ @ @ S2& |ndustry Cnsultation

Working Working Working Working Working Working Working
Group Group Group Group Group Group Group

|

2% Revised Working Groups



Accreditation and Onboarding

Accreditation and Onboarding Key
Ongoing / -
regular
oo~
irregular
Authorised ThirdParty | ] Energy Data Holder PR
(ATP) | (EDH) |
1
X |
I 1
t o 3 ‘ :
h 1 1
- . 1 -
Accreditation |: Accreditation :
] 1 I
____________________________________________ _i:_____________ _:_______________ Access
1 | details
h 1 1
1 | |
I 1 |
h 1 1
h 1 1
:I 1 1
N | ftmmmmmmmmmmmmmmmmms .“.
-------------------------------------------- L el Ml el el tintls (O
K |
Ecosystem :: :
Management . 1
Testing 1
1
1 |
t |
h 1
arecco ] ] e . Publish - = = = = = !
=TT TS Publish Services/Datasets *—= =~~~ ===~ - - -—-===== :':‘ : : : :
1
Ly I 1
T e =
IDV SERVICES Consumer Portal P o Directol
. | Authorisation Server I :: : ry REC Portal
Admin Portal | Address / MPxN - Matching Directory / Registry Validator I [ | Registry |
User Interfaces
I Consent Record Database I :: Trust Framework Service Desk
g ervice Des
Consent Management System - - Testing / Monitoring
ERQRIRYSERNIcE CONSUMER CONSENT SOLUTION REC DIGITAL SERVICES




Accreditation and Onboarding n ﬂ n

Accreditation and Onboarding - Summary Key
- Ongoing / o
regular
€ ooy T
irregular
’ [
What’s been achieved:
CCS Users are published in the Directory, with associated roles assigned, and have passed initial systems testing and
accreditation
CCS Users have access to the CCS enabling them to manage APIs, certificates, datasets etc.
Services and datasets are published for discovery and access in the Registry
@recco
I IDV SERVICES Consur'ner Portal | Authorisation Server I | Directory I REC Portal
Admin Portal | Address / MPxN - Matching Directory / Registry Validator I | Registry |
User Interf
e I Consent Record Database I 5 HEiamEWaK et
Consent Management System Testing / Monitoring ervice Bes
SNCURIERMCE CONSUMER CONSENT SOLUTION REC DIGITAL SERVICES




- Identity & Verification a n

Identity & Verification Key
Ongoing / g
regular
oY
irregular
——Request service — —p
Ener i i
8y «—Redirect to CCS —— Authorised Third Party Energy Data Holder
Consumer (ATP) (EDH)
Lot I
1 ! 1
1 ! 1
1 ! 1
1 ! 1
1 ! ]
1 ! 1
1 ! 1
1 ! 1
1 ! 1
1 : I
: i : Request
1 ! 1
: L - mmmm = : ————————— Redirect toIDV = ========= === === .
1.D + : 1 :
Address ! ! I
| OK Account :
I | registration I
1
! : .
1 | 1 i
t * - Validated identity ]
1
@ reCCO |I ______ -Unique I.D. o e .:
: :. - Address Output |
! v
IDV SERVICES -~~~ [f__Consumer portal | Authorisation Server | | Directory | R—
Admin Portal == ->| Address / MPxN - Matching I Directory / Registry Validator I | Registry |
User Interfaces
: I Consent Record Database I 5 HEiamEWaK .
1 X . Service Desk
» 1 Consent Management System Testing / Monitoring
ERQRIRYSERNIcE EMaceh CONSUMER CONSENT SOLUTION REC DIGITAL SERVICES




Identity & Verification an

|dentity & Verification - Summary Key
- Ongoing /
regular
€ ooy T
’ o irregular
What’s been achieved:
A consumer has been authenticated to the minimum standards established for personal energy data sharing
A unique identifier for that consumer has been created and stored in the Consent Management System
The consumer has proven occupancy of the property and will now be able to request services for that location
If a consumer wishes to create an account, they can then continue to add or manage services without going through the IDV process
again (a minimum reauthentication process is still being designed)
@recco
IDV SERVICES c Portal isati Di
I onsur’ner orta | Authorisation Server I | irectory I REC Portal
Admin Portal | Address / MPxN - Matching Directory / Registry Validator I | Registry |
User Interfaces
I Consent Record Database I 5 HEiamEWaK et
Consent Management System Testing / Monitoring ervice Bes
SNCURIERMCE CONSUMER CONSENT SOLUTION REC DIGITAL SERVICES




Data Sharing

Data Sharing Key
Ongoing / -
regular
oo~
irregular
——Request service  —p Data request with token >
Ener i i
8y —Redirect to CCS —— Authorised Third Party Energy Data Holder
Consumer (ATP) (EDH)
l«— Service provided — Data provision
2 h g b
Present consent
terms \ |
Authenticate Tok.e.n Introspection
& Consent p rows<
AN /
@recco
. 2
IDV SERVICES Consumer Portal | Authorisation Server — 1 Directory REC Portal
Admin Portal lexicon | t . orte
| Address / MPxN - Matching Directory / Registry Validator I | Registry
User Interfaces I Consent Record Database I Trust Framework
Service Desk
Consent Management System Testing / Monitoring

ENQUIRY SERVICES CONSUMER CONSENT SOLUTION REC DIGITAL SERVICES
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Data Sharing - Summary

Key
< Ongoing / >
regular
€ ooy T
y) o . irregular
What’s been achieved:
A complete data sharing flow has been achieved. This was underpinned by:
Successful redirect by an ATP to CCS, after establishing that consent is required
CCS presenting the correct terms of the consent to the consumer, pulling data directly from the Registry
A Consent Record was created by the CCS according to the Consent Record Schema, which captures all necessary information
The ATP retrieves a token constraining the consent record schema by providing the right access information
The ATP uses this token to request data from the EDH, who performs a successful introspection before sending the data
@recco
I IDV SERVICES Consur'ner Portal | Authorisation Server I | Directory I REC Portal
Admin Portal | Address / MPxN - Matching Directory / Registry Validator I | Registry |
USerineraces I Consent Record Database I 5 HEiamEWaK et
Consent Management System Testing / Monitoring ervice Bes
SNCURIERMCE CONSUMER CONSENT SOLUTION REC DIGITAL SERVICES




Consent Management

Consent Management Key
Ongoing / -
regular
oo~
irregular
+— Grant/Renew/ —pl
Review / Revoke
Energy Authorised Third Party Energy Data Holder
Consumer Notifications / (ATP) (EDH)
Communications
Notifications / Communications

Grant / Renew / Review /

Revoke
CCS and ATP
updates via
webhooks
N\
@recco
#.‘
IDV SERVICES Consumer Portal - Directo
. | Authorisation Server I | ry REC Portal
Admin Portal | Address / MPxN - Matching Directory / Registry Validator I | Registry
User Interfaces I Consent Record Database I Trust Framework
Service Desk
Consent Management System Testing / Monitoring

ENQUIRY SERVICES

CONSUMER CONSENT SOLUTION

REC DIGITAL SERVICES




n n n Consent Management

Consent Management - Summary Key
- Ongoing / o
regular
€ ooy T
irregular
’ [l
What’s been achieved:
Consumers are able to observe all of their consents in one place using the CCS dashboard
Consumers are able to review, revoke, renew or extend their consents for services using either their ATP for individual services, or
through CCS
Consent records are immediately updated across the ecosystem through webhooks
@recco
IDV SERVICES Consumer Portal P Direct
I ' | Authorisation Server I | irectory I REC Portal
Admin Portal | Address / MPxN - Matching Directory / Registry Validator I | Registry |
User Interfaces
I Consent Record Database I 5 HEiamEWaK et
Consent Management System Testing / Monitoring ervice Bes
SNCURIERMCE CONSUMER CONSENT SOLUTION REC DIGITAL SERVICES




What has driven us to propose the use of FAPI 2.0?

Ofgem’s drive for CCS and principles necessitates standardisation

Ofgem have noted the inconsistency across consent management, and is keen to
standardise whilst improving security and consumer protection standards

RECCo as the Delivery Body view use of Open Standards as essential

To aid implementation, reduce complexity and minimise delivery risk, we believe using existing
open standards is the best technical route to deliver CCS

Our Functional Prototypes experience only confirmed this

The potential risk for using proprietary technology, with associated lack of SDKs (Software
Development Kits), documentation and threat modelling became evident

FAPI 2.0 was demonstrated to be the best choice for industry and consumers

Abundant documentation and SDKs to help implementation, existing threat modelling for security as well as
its proven ability to underpin massive data sharing ecosystems make it ideal for CCS




FAPI 2.0 Provides a Proven, Tested Design across our ecosystem

oRg
, \

a Data req. with token

\ Key

\ 4

= @) @]

< >
- »
FAPI 2.0 Designed
Interactions

Energy ¢ Request/ Authorised Third Party

Energy Data Provider
Consumer redirect (ATP)

(EDP)

A

Data provision

A

o Compatibility
- J \ a) = = g )
B \ g
= =114
Data / token
Consent req.
Certificates a
Introspection Encryption
™
Certificates
Authenticate
& Consent
/
©recco \\ /
I
"“'i IDV SERVICES &J \ \ / REC Portal
a —
User Interfaces Directory / Registry
Consent Management System e
ENQUIRY Uiz REC DIGITAL
SERVICES CONSUMER CONSENT SOLUTION i Elilelilit SERVICES




A proven, tested design will simplify implementation

Delivery Benefits
Clear and proven specifications

Abundant documentation and
guidance

Proven test profiles

©

Ecosystem Benefits
Common language for CCS Users

Compatible with authentication Open
Standards (OIDC/Oath2)

Compatible with other ecosystems

Reduced Risk
Globally reviewed security model
Proven at ecosystem scale

Auditable design



What has driven us to enforce mTLS across the ecosystem?

End-end encryption has natural benefits for Energy Consumers

* Sender-constrained tokens means even if tokens are intercepted or sold on a black-market, data
cannot be retrieved by any organization not identified as the true recipient

End-end encryption has natural benefits for CCS Users

* mTLS enhances overall trust in the ecosystem as Energy Data Holders know requests are
legitimate, and ensures interoperability through consistent implementation standards

An incremental step for system-wide benefit

* Adding mTLS as a min. standard for data sharing is a small addition given mTLS is required for
interactions with CCS whilst ensuring we have a closed security model and simpler

implementation through full standard adoption




To achieve a secure Trust Framework, data sharing must be end-end encrypted
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REC Policy & Consent Design

Alison Nickson | HO Information Security & Data Protection

@ recco



Consumer Consent Programme - REC Policy Position

RECCo policy positions — notable areas for discussion

Responsibilities
for granting
consent

| The consultation sets out proposals for the Minimum
RECCo Marketable Product and invites views on technical
Minimur 10V Policy Consumer Acces design, governance, user experience, accessibility, and
the future roadmap.

Positions

Consultation closes 25 March

Cyber Essentials
Plus certification




Consumer Consent Programme - REC Policy Position

Risk Profile — Addition of HH Metered Data

Public Trust

Beyond the affected organisation,
energy consumption data breaches
inflict broad reputational damage.
This has manifested, for instance,
as reduced consumer trust in
Smart Meters, resulting in missed
installation targets and lost
opportunities for beneficial data
utilisation. It can further impact
programmes such as SSES, CSS and
retail market reform.

Consumer Safety

Energy Consumption data can be
used to identify patterns about an
individual which could facilitate
targeted fraud or reveal when
someone is likely to be away from
home.

Unauthorised Access to Consumption
Data

The key risk under the initial CCS
Minimum Marketable Product (MMP)
is that an organisation or individual
gains access to consumer
consumption data without valid
consent in place

Regulatory Breach

Energy Consumption data is
defined as personal data under
GDPR and related breaches may
require reporting to the ICO. This
could also lead to fines imposed
based on the level of data
compromised.

Discrimination

Energy Consumption data could be
used to discriminate against

consumers in areas like insurance,

housing, or employment.



Consumer Consent Programme - REC Policy Position

Policy Position: Who is the relevant data subject?

Context: CCS MMP and the sharing of half-hourly consumption data

Consumer

An individual who lives at or occupies a premises and whose energy
consumption data relates to that premises.

The Consumer is the Data Subject under UK GDPR for half-hourly
metered energy data.

The Consumer is therefore the person who may grant,
manage, or revoke consent for the sharing of that data,
regardless of whether they hold the energy account or pay the
bill.

e A Consumer may not be the bill payer

e A Consumer may not be named on the energy account

* In multi-occupancy premises, more than one Consumer
may be associated with a single property, depending on the
metering arrangement

Customer

The individual or organisation that holds the energy supply account with a
licensed supplier and is responsible for payment under the supply contract.

The Customer is the party recognised in supplier systems for
billing, contractual, and licence purposes.

In some cases, the Customer and the Consumer are the same
person; in others (e.g., rented accommodation, bills included
in rent), they are different individuals.

A Customer is not automatically the Data Subject for
consumption data

A Customer cannot grant consent for consumption data
relating to a property unless they are also the Consumer (i.e.,
the occupier)

Supplier obligations (e.g. billing, SLCs) are typically framed
around the Customer, not the Consumer




Consumer Consent Programme - REC Policy Position

Policy Position: Who can grant consent

Scenario Who can provide consent? What must be demonstrated Key things to note
. * Successful IDV * Not automatically the bill payer
. . The occupying energy consumer (Data .. .
Domestic - Single Occupancy Subject) Address Match to MPxN * Consent limited to occupancy period
J * Rightto consent for period of occupancy * landlords/off-site payers excluded
. ful IDV
Domestic - Multi-Occupancy successfu * Datarelates collectively to household
. * Address Match to MPxN . . .
(Single MPxN) e ” . . . * Other verified occupants can view active consents
. . A verified “Lead Occupant * Confirmation of authority . . .
Shared household or family/ HMO with one . . Dispute triggers termination of consent. Fresh consent
* Confirmation of agreement from all adult . . .
supply will be required for further data processing.
occupants
Domestic - Multi-Occupancy (Multiple * Successful IDV .
. . * No cross-consent permitted

MPXxNs) Each occupier for their own MPxN only ¢ Address Match to MPxN . .

. . . * One occupier cannot consent for another Occupier
Separate supplies/accounts per occupier * Right to consent for own supply

* Not Data Subject if not residing
. | . i .
Landlord (Non-Resident) Cannot pr(.)wde c.onsent.(un ess separate N/A (not Data Subject) CCS only cover§ c.onse.:nt based sharing N .
lawful basis applies outside CCS) * Important to distinguish from contractual billing rights
* Alternative lawful bases sit outside CCS framework
Cannot provide consent (if not occupier) S
. . . * DataSubject is linked to occupancy, not payment

Bill Payer (Not Resident) — another lawful basis may enable data  N/A J pancy pay

sharing responsibility

Must rely on alternative lawful basis (not

Power of Attorney / Legal Representative Outside standard consent model consent)

CCS does not replace legal processing rights

Cannot consent beyond occupancy * IDV and occupancy must align with consent * Consent must not extend beyond period of entitlement

Former Occupant
P period duration * ATP must revoke consent when informed of move-out
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Policy Position: Consumer Access to CCS

Consumers (Data Subject) may choose to create a CCS account when undergoing initial identity verification or they may choose to use the ‘guest’ functionality.

- B g

Account

Consumers complete identity verification once
and can then log in to the CCS to grant consent
without repeating full identity checks.

Additional address verification may be required
where a change of occupancy or address has
occurred.

Consumers can manage and revoke consents
centrally via the CCS, as well as through their
authorised third parties (ATPs).

Account functionality enables future

enhancements, including automated change-of-
address triggers to improve consent accuracy and
integrity.

Guest

Consumers who do not create a CCS account
must complete identity verification each time
they grant consent via the guest journey.

This preserves consumer choice and reflects
feedback from the consumer working group.
Removing the guest route is likely to increase
consumer drop-off.

During MMP design and subsequent
enhancement phases, we will explore whether
guest consents can later be linked to an
account if one is created. Recognising this is
unlikely to achieve full accuracy in all cases.

The level of identity verification required for granting access to half-hourly metered data will not differ depending on the route chosen.
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Policy Position: Minimum ldentity Verification Standard

The CCS will align with the Government Digital Service Good Practice Guide 45: Identity Proofing and Verification of an Individual (GPG 45).
GPG 45 defines four levels of identity confidence.
For the CCS MMP, we are proposing a high level of confidence.

Why a High Level of For this reason, the Centralised IDV Model
Confidence? minimum baseline

will include:
Granting consent for half-hourly

metered data:

* Initial verification using Delivered via CCS-integrated

Enables access to granular photo identification

consumption patterns Verification of occupancy .
Can reveal occupancy habits and through MPxN and address Standardised across ATPs

behavioural insights matching Removes fragmented,

Pr.esents ris!< if identity is Linking identity to a unique Sl EopRd s
misappropriated 8 (e

provider(s)

GPG 45 supports proportional identity proofing. As CCS expands identity confidence will be dataset-specific in future phases.
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Policy Position: Cyber Essentials Plus Certification

All CCS Users — including Authorised Third Parties and Energy Data Providers — must, as a condition of accreditation:
Hold a valid Cyber Essentials Plus certificate
Or Hold ISO 27001 certification

Certification must be maintained throughout participation in the CCS ecosystem.

Why this approach?

%

Clear, Recognised Baseline
What This Does Not Do

Cyber Essentials Plus provides independent technical verification of security controls.

e |ISO 27001 provides a broader, risk-based information security management framework.
* Both are established, recognised assurance mechanisms.

* It does not open the requirement to unspecified
“equivalent” certifications.
Minimise Duplication

R .
*  Where organisations already hold ISO 27001 accreditation, they will not be required to It does not remove the need for REC data protection

. ! . . assessment.
obtain Cyber Essentials Plus in addition.

 This supports proportionality and reduces unnecessary burden. * |t does not replace technical security controls required
under the CCS technical specification (e.g. mTLS, FAPI

2.0).

Trust Framework Alignment
* The CCS is positioned as a secure trust framework.
* A consistent minimum organisational security standard underpins consumer trust.

e This complements (but does not replace) REC data protection assessments




Governance Design

Sarah Jones | Governance Lead CCS
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CCS Drafting Approach

Consumer Consent Arrangements Schedule API Technical Specification

CCS Service Definition

Technical definition of Consumer Consent API to enable

Explains in detail the services RECCo will provide via Authorised Third Parties and Energy Data Providers
Sets out obligations on Authorised Third Parties, the CCS. e T Tl

Energy Data Providers and RECCo

Contents: Contents: Contents:

e Purpose of the CCS
* Who can access the CCS

* Mechanism for organisations wishing to become
CCS User e.g. accreditation

* Requirement to sign up to specific terms and
conditions

* Interactions between other the CCS and the
associated Data Sharing Arrangements

* Mechanism for adding new Data Sharing
Arrangements to the CCS

e RECCo role to deliver CCS and any associated
monitoring

* Obligation on Authorised Third Parties and Energy
Data Providers to provide monitoring information

* Provision of Consumer Consent functional
components

* Details of CCS users and associated access
requirements

* Details of Non-Functional Requirements

* Service management expectations e.g. service desk
SLAs

* Provision of any service monitoring tooling, to
support assurance of the CCS.

CAT 2 - Data Specification

Customer Experience Guidelines

Defines the UX principles to be applied by Authorised
Third Parties when engaging with consumers.

Mechanism for interacting with the CCS, including
security standards and data schemas

API| schema for REC governed data sharing
arrangements

CAT 2 - Data Specification

Energy Market Data Specification

Standardised definition of:

* New Dataltems (where required)
* New Market Messages for sharing data

In addition, new definitions will be included in Schedule 1: Schedule 1 Interpretations and Definitions, details of the funding arrangements will be included in the Charging
Methodology Schedule 10 Charging Methodology, details of the accreditation will be included in Schedule 9: Schedule 9 Qualification and Maintenance and reporting

requirements will be defined in the Performance Assurance Reporting Catalogue: Reporting Catalogue



https://recportal.co.uk/documents/20121/5829638857/Interpretations+and+Definitions+Current.pdf/2038ca68-0093-5f5e-c0f7-c908b828703a?t=1760368521073
https://recportal.co.uk/documents/20121/5829638857/Charging+Methodology+Current.pdf/d78eb7ca-ee3f-74cb-3f0b-721a87f8e550?t=1758620653010
https://recportal.co.uk/documents/20121/5829638857/Qualification+and+Maintenance+Current.pdf/7e23014f-2670-7f26-afdd-cc871c930e91?t=1772118436211
https://recportal.co.uk/documents/20121/5829638857/Performance+Assurance+Report+Catalogue+Current.xlsx/b007ea5d-8a1b-b48c-41e5-6084efd9375e?t=1761741118651
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CCS Governance Framework

Funding

Ensuring a fair and transparent cost
recovery mechanism for initial delivery
and enduring operations.

Issue and Dispute Resolution
Some key areas and examples we will
explore while developing the processes and
lines of responsibility for issue management
and resolution.

Funding

Enduring cost
recovery for
management of CCS
and assurance /
access arrangements

Issue and Dispute
Resolution

Mechanism for
managing consumer
and user issues with
proposed resolution

Change Control

Includes
amendments to the
CCSitself and
individual Data
Sharing
Arrangements

Governance
Framework

Change Control

Utilising the existing REC Change
Management process and the
considerations for adding new DSAs.

User Accreditation

Includes verification of
CCS users and
qualification to

enable data access

Assurance

Approach to
managing ongoing
maintenance of
accreditation and
non-compliance

User Accreditation

The proposed stages of organisation
registration, including verification and
gualification.

Assurance

Utilising REC performance assurance,
the role of the PAB and ongoing
assurance monitoring.
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Funding options for the CCS

The Consumer Consent Solution will be funded using the RECCo Cost Recovery Model up until and including the delivery of MMP. For the
enduring cost recovery, the working groups considered the possible funding options.

(o

-

from suppliers, which means

All costs recovered

the costs are spread evenly

across consumers. Supports

the position that the CCSis a
central energy industry

\ function.

J

A user pays solution whereby

organisations utilising the CCS

pay to manage consent via the

solution. Introduces a barrier
to early users of the CCS.

N )

The base cost is recovered
centrally using the RECCo cost
recovery model and users pay

transaction fees for the
transfer of data which utilises

the CCS. J
\-

RECCo (IZ\;I)sthTcoverv > Hybrid Model A > Hybrid Model B >
ode

The base cost is recovered
centrally using the RECCo cost
recovery model and users pay

for assurance activities such
as accreditation and breach

investigations. J

Conclusion

individual CCS Users.

* Key principle underpinning the CCS is delivery of a trusted consumer focused mechanism for obtaining and managing consent.
* Therefore, proposing central funding by suppliers through the RECCo Cost Recovery Model with the option to recover assurance costs from
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The REC Change Management Process

The consultation proposes that CCS will rely on the existing change management process for the CCS as it is already
an established and robust process that has been effective in managing change for the REC.

Why we should rely on the existing REC Change Process

........................................................................................................................................................................................................................................................................

— » Open and Transparent

any individual or organisation can raise a change and
engage in the REC change process. Appeal rights and

consultation requirements provide transparency and
accountability.

Sheseeseenes > Consumer Focused

changes to the REC must better facilitate the

REC objectives which includes requirement to ensure
customers interests and data is protected in the operation
of the REC. The ultimate test of any change is whether it
improves outcomes for consumers

Adopting this framework for CCS ensures:

Stakeholder visibility at every
stage

Consumer protection through
structured decision making

Inclusiveness and Engagement

there is a high level of stakeholder engagement with regular
updates provided through REC communication channels, such as
weekly bulletins. Impacted parties also have the opportunity to
contribute to the development of proposed changes through
consultation, with stakeholder feedback actively sought and
considered before decisions are made.

Proportionality

the level of assessment and governance applied to a change
depends on its scale and impact. Minor changes may follow a

streamlined process, while major changes undergo more rigorous
review.

Regulatory confidence through
Ofgem oversight and appeal
mechanisms

Consistency with existing
energy market governance
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Adding New DSAs to the CCS

Where a new DSA is being added to CCS, it's important to have a robust process in place to assess if they are suitable for inclusion to ensure consumer trust is maintained.
We will develop a process that ensures appropriate and proportionate controls are in place whilst also avoiding creating anyunnecessary barriers to entry.

Key considerations for the process of adding new DSAs into the CCS
""" » Legal Basis: Does the data provider have the relevant legal basis for holding and/or accessing the data and sharing it with data users
"""" » Scope: |s the data being shared appropriate for inclusion within the CCS
"""" » Controls:  What controls does the data provider have in place for sharing data with a data user
------- » Terms:  What terms does the data provider have with the data user including ensuring data is not shared further without the appropriate terms and conditions

------- » Accreditation:  Are there any additional qualification or verification steps a data user is required to complete to obtain the data, how do we ensure there isn’t unnecessary
: duplication with the RECCo accreditation requirements

------- » Data Retention: What arrangements are in place for the retention and deletion of data once consent expires or the purpose for processing the data has been fulfilled

» |dentity Verification: What confidence level is required based on the data set, in line with GSP 45

""" » CEG Impacts: Is there an impact on the CEGs e.g. if bespoke guidance required for new types of data sharing

% Data Source: Whether a single organisation is providing a bespoke data set or the DSA it introducing a standard data set
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User Accreditation

Any organisation operating as an EDP or ATP in the CCS will be required to undergo accreditation. This will be made up of a verification process and a qualification process:
* Verification will confirm if an organisation onboarding to CCS is who they say they are

The qualification will provide assurance that the organisation has robust systems and processes to meet their REC requirements.

Why the CCS requires robust accreditation

The CCSisn’t just a technology solution. It’s a

. Data providers and consumers must 'trust' that
trust framework where accredited P

where data is shared to accredited data users,
it will be managed appropriately.

organisations are expected to meet defined
standards for managing data. Trust

Trust

Framework

Trust is earned through transparency and
o - Governance Technology
accountability. Robust accreditation of
participants (specifically data users) is a key
trust builder.

Proposal to expand existing enquiry
service access controls and ongoing assurance,
to monitor and enforce compliance with CCS
requirements and provide assurance to
consumers and data providers.
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Proposed stages of CCS accreditation

Before granting organisations' access to the CCS, they will Identifying the organisation seeking access to the CCS.

nezd to demonstrate that theytsan integrate with the CCS ' Verification through Companies House checks, with
andmanage consumer consents. manual fallback where required, e.g. checks against the

The scope of testing requirements will be defined when equivalent EU register for non-UK businesses

the end-to-end technical solution is known. ) o o _
Confirms the organisation’s legitimacy and establishes the

Organisation first layer of access
Verification

A risk-based assessment to ensure that organisations Data‘ User
have adequate controls to prevent data leakage or Protection sl Based on existing Non-Party REC Service Access Agreement -

provides legal commitment to confidentiality, data protection,
and compliance obligations etc.

misuse and policies and procedures to facilitate
compliance with data protection legislation and the REC

Access Agreement. .
8 Incorporates the terms under which access may be

terminated.

Information
Security

Includes annual checks which range from simple
attestations to full reassessments.

Minimum security requirements for CCS Users set - Cyber
Essentials Plus Certifications.

Considering advice from the government regarding Cyber
Essential Certification: Ministerial letter on cyber security -
GOV. UK.



https://www.gov.uk/government/publications/ministerial-letter-on-cyber-security-to-leading-uk-companies/ministerial-letter-on-cyber-security
https://www.gov.uk/government/publications/ministerial-letter-on-cyber-security-to-leading-uk-companies/ministerial-letter-on-cyber-security
https://www.gov.uk/government/publications/ministerial-letter-on-cyber-security-to-leading-uk-companies/ministerial-letter-on-cyber-security
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Role of the Performance Assurance Board (PAB)

The Performance Assurance Board (PAB) is established under the REC to oversee the operation of the Performance Assurance Framework (PAF).

Its role is to provide independent governance and direction over assurance activities across REC services and participants, ensuring that risks to consumer outcomes and
market effectiveness are identified, monitored, and addressed.

Purpose and Responsibilities Composition and Operation

* Oversees the effectiveness of the PAF and determines where The PAB is a multi-stakeholder panel, including independent

assurance or intervention is required. experts appointed by RECCo, representatives from REC Parties,
* Approves the use of Performance Assurance Techniques and Citizens Advice and other energy Codes.

reviews outcomes from qualification, accreditation and Members act impartially and independently.

maintenance processes. The PAB meets monthly to review performance data, assess risks
Provides governance over issues affecting market integrity, data and approve assurance actions, with decisions recorded in formal
protection and consumer confidence. minutes and headline reports.

In relation to the Consumer Consent Solution (CCS)

The PAB will extend its oversight to the accreditation and assurance of CCS Users, applying existing REC assurance methods to monitor ongoing

compliance and support continuous improvement - ensuring transparency, accountability and trust in how consumer consent data is managed.
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REC Performance Assurance

Purpose: REC Performance Assurance arrangements exist to understand what is working and why. It can then intervene to drive improvements.

The following formal techniques can be applied to market participants to better understand and address identified risks or is sues.

Preventive

Provision of High-Quality
Guidance

Accreditation and ongoing
assessments

Training and Guided
Pathways

Monitoring Assessment

Direct monitoring within the Information Request (IR)
CCS
Self-Assessments - CEG
Market participant reporting Checklists
Surveys (potential consumer Code Manager Assessment
surveys 10189 the voice of
the consumer)

Performance Assurance Techniques

Periodic Monitoring and
Closure Reports

Management Assertion

Code Manager /
Independent validation

Escalation

Application of Specific
Conditions

Referral to PAB - Ofgem

Event of default and
termination of access



https://recportal.co.uk/group/guest/-/voice-of-the-consumer
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Issue and Dispute Resolution

If issues are identified by consumers or CCS users while using CCS, it’s important that established processes exist to manage and resolve these effectively. We anticipate this will
broadly be technical-related issues and consumer consent-related issues.

Approach for identifying and resolving technical issues

— > Monitoring and reporting

CCS will incorporate internal monitoring and reporting capabilities to support assurance activities by assessing compliance against non-functional
requirements. This will also enable us to identify incidents requiring RECCo intervention such as unexpected high usage being indicative of a security
breach.

> REC Service Management

RECCo will provide service management capability to notify relevant CCS Users if anissue is identified and to also enable CCS Users to raise queries to
us. This will ensure a consistent and auditable route for issue notification and handling. Situations where we’d anticipate ATPs and EDPs to be raising
qgueries to RECCo would include CCS users encounter problems with the CCS technical solution, where an ATP believes a dispute raised with them was
the result of a CCS technical issue, or where a user raises serious concerns about another CCS user. This would not be for queries relating to the data
sharing itself.

R > Data sharing issues outside of CCS

The sharing of data from an EDP to ATP will happen outside of CCS, therefore any issues related to the sharing of this data should be handled bilaterally.
To support with this, CCS users are required to provide contact details during the onboarding process which will be stored and accessible to other users.

Clear guidance will be provided to CCS users to help them determine whether a query should be submitted to RECCo or directly with the relevant CCS
user.
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Queried Consent

To ensure we build a solution which consumers can trust, it’s essential that we have clear and transparent mechanisms for identifying and resolving queried consent.

Consent shown within a consumers account as being granted by them which they do not recognise
* Inthis scenario the consumer is able to revoke the consent to prevent any further data sharing

* |fthe consumer wishes to escalate this further, ATP contact details will be easily accessible through the portal for the consumer to contact the ATP
directly

Queried Consent
Scenarios

Consent shown within a consumers account under their MPxN but granted by a different consumer which they do not recognise

* This could happen for a number of reasons including: the consumer is in a multi occupancy household, a previous occupant move d out without revoking
the consent, one of the consents is incorrect due to issues with ID&V and the matching process.

* |Inthis scenario the consumer is able to dispute the consent record

* When the consent record is disputed the consent is terminated and data sharing is suspended

* The relevant ATP is notified of the dispute and will be required to investigate

* The ATP would then be required to provide an outcome of their investigation e.g. they confirm the consent should be revoked, they believe the consent
is still valid and there’s a CCS related issue

* The only way for data sharing to resume, would be for the ATP to get the consumer to create a new consent

* Consumers disputing a consent will also be able to easily access ATP contact information if they wish to escalate their concern further

Complaints and further escalation

* Should a consumer remain dissatisfied, they would be able to make a complaint to the relevant ATP, which will be required to have a formal complaints procedure to manage dataissues.

* If they remain dissatisfied after raising a complaint, they can escalate their concerns to the ICO. CCS will provide information for consumers wishing to take this route; however, CCS will not
assess or determine whether a breach has occurred.

* Further consideration required regarding consumer redress for financial loss as a result of inaccurate data sharing

Assurance of queried consent

* The rationale for having different pathways is for CCS to be able to monitor and report on issues being identified and easily differentiate between the two. This will support assurance activities
and may enable the proactive identification of any ATPs not acting in accordance with the CCS requirements.



UX & Consumer Outcomes

Liana Bakar | Associate Creative Director - Publicis Sapient
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The approach to define the UX solution for CCS

UX framework

User research

User journeys

Purpose

Key outputs

Key outcomes

Sets the foundation for
how consent should be
experienced across the CCS

e CCS UX Framework

* Design Principles applied to consent
interactions

» Defined scope of CCS UX application

* Shared baseline for “good” consent
experience

* Reduced risk of fragmented or
inconsistent journeys

Ground UX standards in real
consumer behaviour and risk, in
collaboration with industry

*  Consumer needs and pain points
*  Validated design assumptions

* Identified trust, comprehension and inclusion
risks

* Evidence-based UX standards

* Proportionate expectations aligned
to real consumer behaviour

Translate principles and research
into concrete consent
interactions

¢ Core consent lifecycle stages (Grant, Renew,
Review, Revoke)

* Expected consumer outcomes per stage

e Consideration of guest and full account access
models

¢ Shared understanding of how CCS
consent should work

¢ Clear bridge from principles to
implementation

Enable consistent, trustworthy
implementation across ATPs

* Consumer Experience Guidelines

¢ Minimum UX requirements and
guardrails for CCS touchpoints

* Recognisable and consistent consent
experiences

* Greater consumer trust and reduced
implementation ambiguity
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Identifying consumer needs

Behavioural archetypes

Comfortable data enthusiast

Digitally confident homeowner in his early 60s,
managing energy use with smart technologies
and solar panels. Likely to disengage if
interactions feel unclear or patronising.

Careful budgeteer

Low-income renter in her 50s, under financial
pressure, with low digital confidence and
limited tolerance for complex or confusing
services.

Time-poor professionals

Digitally confident professional couple in their
mid-30s, time-poor and managing high
household costs, valuing fast, low-effort
solutions that reduce mental load

.

Surviving juggler

Low-income single parent in her early 30s.
reasonably digitally capable but under constant
pressure. A strong need for clear, step-by-step
support with complex tasks without overwhelm.

Pains

"l find it harder than |
used to stay focused
when things get
complicated.”

Gains

I want clear
information that helps
me stay in control”

“If something feels
clunky or confusing,
| lose patience very
quickly.”

"Well-designed tools
should make things
feel easier without
dumbing them down”

“I worry all the time
about bills going up
and not being able to
keep on top of them.”

Gains

“Simple layouts help
me feel calmer and
more in control.”

“When screens are
cluttered or unclear, |
find it really hard to
use them.”

“If something helps
me manage costs
without stress, I'll
stick with it.”

Pains
It's exhausting
juggling work,
childcare, and all
the admin at home.

Gains

“Smart defaults and
automation save us

time and headspace.”

“Clunky or slow
systems are frustrating
when you're already
stretched.

"Anything that saves
me thinking or deciding
is a huge help.”

Pains

"There’s so much to
juggle that | don't

know where to start.”

Gains
“If | can do one small
thing at a time, | can
keep going.”

“Numbers and
bills just feel
overwhelming, so
| put them off.”

"Anything that
saves me thinking

or deciding is a huge
help.”
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Accessibility considerations apply to all archetypes

Rather than creating separate archetypes for specific accessibility needs, the research approach treats
accessibility as a set of cross-cutting considerations that may apply to any behavioural archetype.

This approach reflects the reality that accessibility needs are often situational and overlapping.

Comfortable data enthusiast Careful budgeteer Time-poor professionals Surviving juggler

Digitally confident homeowner in his early 60s, Low-income renter in her 50s, under financial Digitally confident professional couple in their Low-income single parent in her early 30s.

managing energy use with smart technologies pressure, with low digital confidence and mid-30s, time-poor and managing high reasonably digitally capable but under constant
and solar panels. Likely to disengage if limited tolerance for complex or confusing household costs, valuing fast, low-effort pressure. A strong need for clear, step-by-step
interactions feel unclear or patronising. services. solutions that reduce mental load support with complex tasks without overwhelm.

imisati ici Simplicity Clarity Affordability ee i




Consumer Consent Programme —

User Experience

CCS

journey map
overview

ReView  when you want to check who might have access to your half-hourly smart meter data

7 Seeing active consents

You can view the consents you currently have
in place. This shows which organisations have
access to your data, what data is being shared,
and how long each consent will last.

Checking everything looks right

You can check that the information shown
matehes what you expect. This helps you feel
confident that your data is being shared in
the way you agreed to.

O]

If something doesn't look right
If you notice something that doesn't match
what you expect, you can raise this for
review. Youl be quided on what to do next
and how the issue may be looked into.

Gra nt  when you're asked for your consent and encounter CCS for the first time

Giving consent

‘When an organisation needs to
access your half-hourly smart
meter data, it must ask for your
consent. This usually happens
while you are signing up fora
service or choosing a new
energy-related product.

What'’s being shared and why 2

You are shown clear information
about who is requesting your data,
what data will be shared, why it is
needed, and how long your
consent will last. This helps you
decide whether sharing your data
feels right for you.

Taking action if needed

If something has changed or no longer feels right,
you can choose to renew a consent that is expiring
or withdraw a consent you no longer want to keep.

e

&

Update your CCS account
O Had a name change?

© Moved to a new home?

Rouse these details whenever your
consent is requested next time

REeNeW When the consent you've previously given is nearing expiry, or already expired

‘ Content expi

Making your choice 3
You choose whether to give consent,
continue later, or not proceed. Your
data is only shared if you actively
agree, and you receive confirmation

of what you have decided.

ng soon

Some consents are time-limited.

When your consent is close to
ending, you may be reminded that it /D
will expire unless you choose to

continue it.

Checking for changes

You are shown a summary of what you
previously consented to, including who
has access to your data and why. This

o+
a

Setting up a CCS account

© Connect your preferred ID type
© Confirm your address

Reuse these details whenever your
consent is requested next time

Revoke when you want to stop access to your half-hourly smart meter data

Choosing to withdraw consent

You may decide that you no longer want your
data to be shared. This could be because your
needs have changed or you no longer use the
service that requested your data.

helps you confirm whether you are happy
for the same arrangement to continue.

Consent is withdrawn

Your request to withdraw consent
is recorded, and you receive
confirmation of the consent's
status. This stops future data
sharing under that consent.

Confirming what you are withdrawing

You are shown clear information about which consent
you are withdrawing and what this means. This helps
you make sure you are taking the action you intend.

@recco

Choosing whether to continue

You decide whether to renew your
consent or let it end. If you renew, your
consent continues for a further period
If you do nothing, your consent will
«expire and data sharing will stop.
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Panel Discussion

Interoperability
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@recco

Q&A

Please use Slido.com
Code: 7522718

Alternatively, raise your hand



Consumer Consent Programme - REC Policy Position

Consumer Consent
Solution Design
Consultation now live

This is your opportunity to shape the design at a

critical stage of development.

Closes 25 March 2026

Consultation can be found here - CCS Design Consultation



https://retailenergycode.co.uk/consumer-consent-solution-design-consultation/

Thank you for joining us!

Involved in consumer data and consent in the energy sector?

Join our Consumer Consent Working Groups:

Stay in touch on progress via our CCS Newsletter:

The Consumer Consent Project is live, and we want to hear from you. Whether you have a question or concern
or want to stay in the loop, our team is here to collaborate.

Bl Reach us at: consumerconsent@retailenergycode.co.uk

Your feedback plays a key role in shaping a secure, consumer-centric solution.



mailto:consumerconsent@retailenergycode.co.uk
https://orsnoq1e00j.typeform.com/to/hMZBbBK3
https://retailenergycode.eo.page/jbxky

@recco

Thankyou & Close

O
We really value your feedback :

Code: 7522718
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